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IosicHuTEeNLHAA 3aNHCKA

Jlannass mporpamma cocTaBieHa Ha OCHOBe Kypca «OCHOBbI KuHOepOE30MacHOCTH» IS
obmieoOpazoBarenpbHBIX Opranu3anuii aBropoB Tonkux M.M., KomapoBa M.M., Jlenosckoro B.U.,
MuxaiinoBa A.B., nepepaborana u MoauduUIIMpOBaHa.

PazButne wWHGOPMALMOHHOTO OOIIECTBa MpPEAIoJaraeT BHEAPEHHE WH(POPMAIMOHHBIX
TEXHOJIOTUI BO Bce c(ephl KU3HU, HO 3TO O3HAYAET U IMOSBIECHHE HOBBIX Yrpo3 0€30MacHOCTH — OT
yreyek uHpopMmanuu a0 kubepreppopusma. B npoexre Konuemnmuu crpaterun kuGepOe301macHOCTH
Poccuiickoit ®enepauuu  KUOEpIPOCTPAHCTBO OHpenenserca Kak «cdepa JesSTEIbHOCTH B
MH(POPMALIMOHHOM  MPOCTPAHCTBE, OOpa3oBaHHAs COBOKYNHOCTbIO VHTepHETa W JIPYyTrux
TEJIeKOMMYHUKALIMOHHBIX CeTe M JI0ObIX (OPM OCYLIECTBIIEMOIN MOCPEICTBOM UX HCIOJIb30BAHUS
YeJIOBEYECKONW aKTUBHOCTH (JIMYHOCTH, OPraHM3alldd, TOCYIapcTBa)», a KHOepOe30macHOCTh — Kak
«COBOKYIHOCTh YCJOBHM, MPH KOTOPHIX BCE COCTABISIOLINE KUOEPIPOCTPAHCTBA 3alIUIICHBI OT
MAaKCUMaJIbHO BO3MOKHOT'O YHCJIA YIpPO3 M BO3JCHCTBUU C HEXKEIATEIbHBIMU NOCIEACTBUSIMUY». B
CBSI3M C 3TUM OOJIbIIOE 3HAYEHHE MpHOOpeTaeT mnpobiemMa «KyIbTypbl O€30MacHOro TMOBEICHUS B
KHOEpIpOCTPAHCTBE.

B cootBerctBUuM co «CTparerueid pa3BUTHS OTpPAcid HMH(POPMAIMOHHBIX TEXHOJIOTHNA B
Poccuiickoit ®@enepanun Ha 2014-2020 roasl u Ha nepcrektuBy a0 2025 ropa», yTBEp:KIEHHOU
pacnopsbkenueM IlpaBurensctBa Poccuiickoit ®enepauuu ot 1 HosOps 2013 r. Ne 2036-p,
«Ctparerueid pazputusi HHPOPMAIMOHHOTO oOmecTBa B Poccuiickoit denepanumy, yTBEpKIACHHON
[Ipesunentom Poccuiickoit denepanuu 7 despans 2008 r. Ne [Ip-212 u psgom apyrux J0KyMEHTOB B
YKCJIe MHOTUX IPYTUX 3ajay BbIIEISIOTCA:

- o0ecnedyeHue pasNUYHBIX chep HSKOHOMUKH KaYeCTBEHHBIMH HMH(POPMAIIOHHBIMU
TEXHOJIOTHSIMU;

- obecrieueHue BbICOKOTO YPOBHS MH(DOPMAIIMOHHON 6€30MacHOCTH TOCYAapCTBa, HHAYCTPHH U
rpax/iaH.

bezonacHocTh B MH(OpPMAIIMOHHOM OOIIECTBE SBISAETCS OJAHMM M3 OCHOBHBIX HAIpaBIICHUUN
(GyHIaMeHTaJIbHBIX UCCIIE0BaHUM B 00J1aCTH HHPOPMAIIMOHHBIX TEXHOJIOTUH.

KoMmnbroTepHble TEXHOJOTMM MPUMEHSAIOTCS MHPHU W3YyYEHUU NPAKTUYECKH BCEX IIKOJIBHBIX
JUCHMIUIMH YK€ C MIaamux kiaccoB. KuOepyrposbl CylecTBYIOT Be3ze, A€ NPUMEHSIOTCA
nH(OPMAaLIOHHBIE TEXHOJIOTUH.

['ocymapcTBO cunTaeT HEOOXOAUMBIM pacliupeHue o0beMa MpenoaaBaHus UHPOPMAIIMOHHBIX
TEXHOJIOTUH B 00111€00pa30BaTeNbHBIX OpraHu3alusax. B kauecTBe OAHON U3 OpraHU3aIlIOHHBIX MEp B
oOecrieueHnn KuOEpOE30MaCHOCTH OmpenesieHa pa3padoTKa W BHEIpPEHHWE B YYEOHBIH MpoIiecc
0o0pa3oBaTeNbHBIX OpraHM3alMii Pa3HOTO YPOBHS Kypca MO HHGPOPMAIMOHHON 0e30MacHOCTH,
BKJIFOYAIOIIET0 MOJIYJIH TO OOEeCrneyeHuI0 KuOepOe30MmacHOCTH, JIMOO JIOMOJIHEHHE HMMEIOITUXCS
KYpCOB YNOMSIHYTBIMH MonyisimMu. [lIkonpHas mporpamma J0JKHa COOTBETCTBOBATH STHUM LIEJSM,
MI03TOMY TNPEACTABISAETCS aKTyaJIbHBIM pealin3aliys MporpaMMbl BHEYPOUHOU NesTeIbHOCTH «OCHOBBI
KkrOep0Oe30MmacHOCTI Y.

3anava kypca «OCHOBBI KHOepOe30MacCHOCTH» - COBEPILIEHCTBOBAHHE IIKOJILHOTO 00pa30BaHUs
U TOATOTOBKH B cdepe HHPOPMAIMOHHBIX TEXHOJIOTUH, a TaKXkKe MOMylspu3anus MHpodeccuii,
CBSI3aHHBIX C MH(QOPMAIMOHHBIMHU TexHoJorusMu. Llenp m3yuenuss «OcHOB KuOepOE30macHOCTH -
naTh oOIIMe TpeACTaBlIeHUs O Oe30MacHOCTH B MH(OPMAIMOHHOM OOIIECTBE M HA 3TOM OCHOBE
chopMHUpOBaTh TOHMMAHUE TEXHOJIOTHH WH(POPMAIIMOHHON O€30MacHOCTH W YMEHHUS MPUMEHSTh
npaBuia KUOEpOEe30MacHOCTH BO BCeX cepax AesTeIbHOCTH.

BocnurarensHas 1enb kypca — (opMHpoBaHHE Ha KayeCTBEHHO HOBOM YPOBHE KYJIbTYpPBI
YMCTBEHHOI'O TPY/a M B3aUMOJCUCTBUSL C OKPYXKAIOIIMMHU, OTBETCTBEHHOIO OTHOLIEHHUS K BOIpPOCaM
0€30I1aCHOCTH KU3HEAEITEIHLHOCTH.



Hear mporpamMmbl — co3JaHUE YCIOBUU i1 (DOPMHUPOBAHHUS y ydaruxcs IUGPOBOM
KYJIbTYPBI JUYHOCTHU C HCO6XO,Z[I/IMBIMI/I HaBbIKaMU W MHNPUCYIIUMH LCHHOCTAMHU, B3IJIIAAMU,
OpUEHTAIMSIMH, YCTaHOBKAMM, MOTHUBAMM JESATEJIBHOCTH U TOBEACHUSA [UId 00ecredeHUs
0e30MMacHO# 1 pa3BUBAOIIECH KU3HEACITETLHOCTH y4anierocs B cetu «MHTepHET».

Jlst 1oCTHKEeHHUS TTOCTABJIEHHOM LeJIM PelIaloTcs cJIeAyolme 3aJa4u:

®opmupoBaHue y yyanuxcs nudppoBoi 1 UHPOPMALIMOHHON KYJIbTYPHI;

Bocnuranue y ydamuxcsi HpaBCTBEHHOCTH U KYJIBTYPhI B3aMMOOTHOIICHUS C JIFOABMU Ha
OCHOBE OO0IIIeUeI0BEYECKUX IIEHHOCTeH B ceTu «MHTepHeTY;

VYTBepkAeHNE B CO3HAHMM M YYBCTBaX YYallUXCs NPaBUIBHBIX MOJEJIEW MOBEICHMS,
LIEHHOCTEH, B3IJIAJIOB U YOCXKACHUHN JUIsl YCICIIHOW >KU3HEACSITEIbHOCTH YYalllerocs B
cetu «MHTEpHETY;

Yrinyonenne  3HaHuid  y4eOHbIx  guciuiuimH - «MHpOopMaruka», «OBX» m
«O01ecTBO3HaHNEY B TIpOLIecce 00YYEHUS B paMKaxX MPOTpaMMbl;

WHTemiekTyaabHOe pa3BUTHE Y4YaIIMXCs, (OPMHPOBAHUE TBOPYECKUX M IPUKIIAIHBIX
KAaueCTB MbILIUICHUS;

Pa3BuTHe nnTepeca Kk pa3auuHbIM chepam HHPOPMAITMOHHBIX TEXHOJIOTHIA;
CoBepIlIeHCTBOBaHME  HABBIKOB  CaMOOOpPa30BaHMs, BCECTOPOHHETO  pPa3BUTHS U
COLIMAIM3ALUN;

OO0yuenue MoucKy u oT0opy uHGOpMAaIHH, €€ HHTEPIPETALUN U MPUMEHUMOCTH;
Pa3BuTHe mOrM4ecKoro MbIIIICHUS, YMEHUI O0OOIIeHHS W KOHKPETU3alluu, aHalu3a U
CUHTE3a;

Bocniutanue ymeHust TpyAWUTBHCS, CAMOCTOSATEIbHOCTH, OTBETCTBEHHOCTH U TBOPYECKOTO
OTHONICHHUS K yu&0e;

Oo0yuariue:

CdopmupoBath cucreMy 3HaHUH B cdepe OOmECTBO3HAHUS, HWH(POPMALMOHHBIX
TEXHOJIOTUI U OCHOB 0€30MaCHOCTH JKU3HEACSTEIbHOCTH;

OOy4uTh 37€MEHTaM CUCTEMHOI'0 MBILIUIEHUS UCIOJIb30BaTh HUHCTPYMEHTHI aKTHBU3ALUU
MBIIICHHST

OtpaboTka HAaBBHIKOB W YMEHHMH s OE30MaCHOTO U TIOJIE3HOTO HCIIOJIB30BAHUS
WHPOPMALIMOHHBIX TEXHOJOTHW: CpaBHEHHE WH(GOpMAIMK, KPUTUYECKUN aHaJu3,
BbIJICJIEHUE TJIaBHBIX MBICIIEH U IPaMOTHOE HU3JI0KEHHE, @ TaKXKe BOCIPUATHUS U YCBOCHHS
uHpopmanuu u3 cetu «MHTepHET».

PasBuBaromme:

Pa3BuTh MHTEIIEKTYaIbHBIE U COLTUANIBHBIE CTIOCOOHOCTH 00Y4YarOIINXCS;

Pa3BuUTh HaBBIKUM CETEBOTO OOLIECHHMS W KOMMYHHUKAIMM B ceTH «IHTepHEeT», MOUCKa U
paboTel ¢ nHopmanuen, odecrieueHrs 0e30nacHOCTH HU(PPOBBIX YCTPOMCTB U aKKayHTOB
U OCYIIECTBJICHUS CETEBBIX MOKYIIOK;

Pa3BuTe fenoBble M TpaXJaHCKME KauyecTBa, TaKHE KaK CaMOCTOSTENIbHOCTS,
OTBETCTBEHHOCTb, aKTHBHOCTh U aKKYPaTHOCTb;

CdopmupoBath MOTPEOHOCTH B CAMOTIO3HAHUN U CAMOPA3BUTHH.

BocnurarteanHbie:

Bocnurath KyiapTypy 0OLIEHHS U TIOBEACHUS B CETEBOM ITPOCTPAHCTBE;
Bocnurats 1enneycTpeMIIEHHOCTD JINYHOCTH;

Bocnurarh TOJIEPaHTHYIO U KYJIBTYPHYIO JIMYHOCTb;

Bocnutars npaBusibHbBIN 00pa3 rpakKIaHUHA.

1. O0mas xapakTepucTuKa Kypca



Kypc «OcHOBBI kn0OepOe30macHOCTHY CTPYKTYPUPOBaH 10 MOIYJIbHOMY npuHOumy. OH
BKIIIOUYAET B ce0s1 7 MOAYJICH:
e O6umwe cBeaenus o 6e3onacuoctu [1K u MaTepuera

e TexHuka 0€30MaCHOCTH U HKOJIOTHUS

e [IpoGnemsr UHTEpHET-3aBUCUMOCTH

e Metonbl o6ecnieuenust 6ezonacHocTH [1K u MHTepHeTa. Bupychl 1 aHTUBHPYCHI
e Momennnyeckue neiictus B Uatepuere. Kubepnpecrymienus

e (CereBoii aTukeT. [Icuxonorus u cetb

e [IpaBoBbI€ acNEKThI 3aIIUTHI KUOEPIIPOCTPAHCTBA

I1I. Onucanue MecTa y4eOHOro npeaMera B yueOHOM ILJIaHe.

JlaHHBIN Kypc pealM3yeTcsl B paMKax COLIMAIIBHOTO HAINpaBJIEHUS BHEYPOUHOH ACSATEIHHOCTU U
paccuntan Ha 1 yac B Hepenro (34 gaca).

IV. Conep:xanue yueOHOr0o nmpeamera

7 kaace

Moayan 1. O6mue ceenenusi o 6e3onacuoctu IIK u Murepuera (5 yacos).

Kak paboratoT MOOHIIBHBIE YCTPOWCTBA. YTPO3BI AJIsi MOOMIIBHBIX YCTPOMCTB.

Pacnpoctpanenue BpeaoOHOCHBIX (ailyioB uepe3 MPUIOXKEHHs Ul cMapT()OHOB M IUIAHIIETOB
(cxkaunBanue oTorpaduii, My3blKu, Urp).

Bugpl 3amuTsl KHOEpNpOCTpaHCTBA (YTO TaKO€ HECAHKIMOHUPOBAHHBIM JOCTYM, pa3pylleHHe U
yTpaTta HHPOpMaIIH, UCKaKEHUE UHPOPMALIHH).

KTo obecnieunBaet 3amuty KuOeprnpocTpaHCTBa.

Uro Ttakoe reoundopmanuonnsie cucreMbl (I'MC). I'mobanbhble mHpopMmanmonnsle Cetu 1o
CTUXUHHBIM O€JICTBUSIM.

Monyab 2. Texuuka 6e30macHoCTH 1 3Ko10rus (5 yacos).
KomnbioTep u MOOHIIBHBIE YCTpOWCTBAa B 4pe3BblYaiHBIX cuTyanusax. Jlomomnenuss k JTIL
Komnbrorep 1 MoOUIIbHBIE (COTOBBIE) YCTPONCTBA B IIpaBUiIaX 0€301aCHOCTH.
KomnbroTepsl 1 MOOMIIBHBIE YCTPOHCTBA B SKCTPEMAIIBHBIX YCIOBHSIX.
Besne mu ecte UnTepuer. Th npu pabote ¢ MOOMIBHBIMU YCTPOHCTBAMHU.
I[TepBas momols npu npodiiemMax B MHTEPHETE (CITy>KObI TOMOIIH).
Bo3szeiicTBre pamnoBoIH Ha 3710poBbe 1 Okpyxarouryto cpeny (Wi-Fi, Bluetooth, GSM).

Monyas 3. [Ipo6sembl UHTEpHET-3aBHCHMOCTH (2 Yaca).
Buast MHTEpHET-3aBUCUMOCTH.
Komnsrorep u 3peHue.

Mopayasb 4. Metoasbl obecnieuenust 6esonacHoctu IIK n UnTepHera.
Bupycel u anTuBupychb! (8 yacos).
Bupycsl 1 aHTHBUPYCHI.
Kak pacnpocTpaHsAr0TCsI BUPYCHI.
M cTOYHMKY M TPUYHHBI 3apaXKEHUSI.
Ckopas xomnbroTepHas nomouls. [Ipu3Haku 3apaxeHHs1 KOMIIBIOTEpPA.
Yo Takoe aHTUBHpYCHAas 3amuTa. Kak JIeunTh KOMITBIOTED.



3amuTa MOOMIIBHBIX YCTPOMCTB.

Kak 3amututh ganasie ot norepsb. KonupoBanue u BoccraHoBieHue. Beerna mu MOXKHO cniacTu
CBOM JaHHBIE.

3ammra ¢aitnos. YTo Takoe MpaBo I0CTYIIA.

3amuTa aeteid B conanbHbiX ceTsax. [10 mius ponureneit. OrpaHnyeHue BPEMEHU HAXO0XKICHUS B
CCTH.

Moayab 5. Momennndeckue aeiicreusi B Unrepuere. Kuoepnpecrymienus (2 yaca).

OnacHoctd MOOWIBHOW CBsi3H. [IpemyiokeHus MO YCTAaHOBKE BPEIOHOCHBIX MPHIOKCHUM.
Momennnyeckne CMC.

[TpocnymmBanue pa3ropopoB. OnpeeneHne MECTOMONIOKEeHHsI TeIe(OoHa.

Monyab 6. CereBoii 3Tuket. [lcuxonorus u cers (10 yaco).

UYro Takoe JuuHbIe JaHHBIE. Bee, uTo BhUI0KEHO B IHTEpHET, MOXKET CTaTh U3BECTHO BCEM.

«JInmasas nadopmarus» o cede u apyrux B Untepuere. Kakas nHpopMaius npuHaJIeKHUT BaM.

AHOHUMHOCTH B CETH.

Uto Takoe »THKeT. Buapl sTHMKeTa (JIMUHBIN, E€T0BOW, MUCHMEHHBIN, NTUCKYCCHUOHHBIM H TIp.).
Pa3nuuns sTukeTa B pa3HbIX CTpaHax.

Kaxk nmosiBusicst HeTukeT, 4yTo 310 Takoe. OO1re mpaBuia CETEBOr0 ATUKETA.

Jlmunoe oOmieHwe M OOUIEHHE B TPyMHIe — YeM OHU OTJIMYAIOTCsA (4aThl, (OPYMBI, CIYKObI
MTHOBEHHBIX COOOIIEHUH).

Otuka quckyccuid. BzanmHoe yBaskeHue Mpy HHTEPHET-00IICHHUH.

DTHUKET U 6€30MaCHOCTh. DMOIIMH B CETH, UX BBIPAKECHHE.

PeanbHast u BUpTyalibHas JTUYHOCTh, PEalbHbIE BCTPEYM C BHUPTYAJTbHBIMH 3HAKOMBIMH U HX
OTaCHOCTbh, YTPO3bI U OCKOPOJICHUS — YEM ITO MOXKET 3aKOHUUTHCS.

Ecnu BbI cTanu >kepTBOM KOMIBIOTEPHON arpecCHy: CIy>KObl TOMOIIIH.

MoayJs 7. llpaBoBbie acneKThI 3alUTHI KHOepHpocTpaHcTBa (2 yaca).
CobcrBenHocTts B MHTEpHETE. ABTOpCKOE MpaBo. MHTennekTyanbHas coocTBeHHOCTh. [1naTHas u
OecrutatHas UHGopMarus.
O600menue Mmarepuana kypca. Urpa-kBect «3HaToku KHOEpOE30IMacHOCTHY.

8 kiace

Moayas 1. O6mue cBenenus o 6ezonacuoctu [IK u Unrepuera (5 yacos).

WNudopmannonHas 6€30MacHOCTb

3amuTa MEepCOHAJIbHBIX JAHHBIX, MOYEMy OHa HyXHa. Kareropum mnepcoHaldbHBIX JIaHHBIX.
buomerprueckue nepcoHaIbHbIE JaHHBIE.

Hctounuku nanHbiX B MHTEpHeTE: moyra, cepBUchl oOMeHa ¢aiinamu u ap. XpaHEHHE JaHHBIX B
WHurepHere.

Bo3moxHOCTH 1 Tpo0OIeMBbl COLIMAIbHBIX CETEH.

bezonacHslii mpo¢uib B coranbHbIX ceTsx. CocTaBleHHe CeTH KOHTaKTOB.

Monyab 2. TexHuka 0e30MacHOCTH M 3KoJI0THus (2 yaca).
Kommuiekc ynpakHeHu# npu paboTe 3a KOMIIBIOTEPOM.
Boznelicteue nHa 3penue OJIT, XKUAKOKPUCTANIMYECKUX, CBETOJUOJHBIX, MOHOXPOMHBIX
MOHHUTOPOB.

Moayas 3. [Ipo6sembl UHTEepHeT-3aBHCHMOCTH (3 Yaca).
st uero moxet O0bITh nosiezeH I1K u MHTepHeT (pa3BuBaromue Urpbl, ooyueHue, oOeHue 1 T.11.)
M KaK I10JIb3a ITPEBPAIIAeTCs BO BPEI.
KubepkynbTypa (MaccoBasi KyJabTypa B CETH) U JIUYHOCTD.
[Icuxomornueckoe Bo3aelcTBIE MH(GOPMAINHU HA YEIOBEKA. Y IPABIEHHE JINYHOCTHIO Yepe3 CETh.



Mopnyas 4. Metoas! odecnieuenns 6esonacuoctu IIK n UnTepuera.
Bupycol u antuBupycol (16 yacos).
3amuta Qaitnos. [IpaBa monb3oBaresneii.
3amuTa npu 3arpy3Ke 1 BBIKIIFOUEHUH KOMIIbIOTEpA.
be3zonacHoCTh py CKauMBaHUM (PaiiiioB.
be3zomnacHocTh mpu npocMoTpe GUIBLMOB OHJIAMH.
3amuTa MporpaMM M JaHHBIX OT HECAaHKLIMOHMPOBAHHOIO KOMMpoBaHUS. OpraHu3alvOHHBIE,
FOPUJINYECKHE, TIPOTPAMMHBIE U IPOTPAMMHO-ANIIAPaTHBIE MEPHI 3AILUTHI.
3amuTa NporpaMM M JIQHHBIX C IOMOIIbIO IapOJI€il, MPOrpaMMHBIX M JIEKTPOHHBIX KIIIOUEH,
CEpUITHBIX HOMEPOB, ITIEPEHOCA B OHJIANH U T.I. HenepeMelaeMble IporpamMmasl.
Mertoap! 3amuThl OTO U BUACOMATEPUATIOB OT KOIUPOBAHUS B CETH.
3amuTra OT KONUPOBaHUS KOHTEHTA cailTa.
Kaxk pa3BuBanuce BUPYCHI.
MoryT 11 BUpYChI Bo3AeicTBOBaTh Ha anmnapatypy K.
Kak BupyCBHI BO3/ICHCTBYIOT Ha (DaiiyIbl.
[IpoBepka Ha Hamune BUpycoB. CKaHEpHI U JIp.
Mosket 1 BUpycC BO3J€HCTBOBATh HAa pabounii CTOJ.
Uctounuku 3apaxenus [1K.
AnTtusupycHoe [10, Buabl 1 Ha3HAUECHUE.
MeTtoabl 3auThl OT BUpYycoB. Kak pacrio3HaroTCsi BUPYCHI.

Moayans 5. Momennu4eckue aeiicreusi B Uurepuere. Kudepnpecrynienus (4 yaca).
VYrteuka u 00HaApOJOBAHUE JIMYHBIX TAHHBIX.
[TonGop u mepexsat napoJeil. B31oMbl akkayHTOB B COLIMATTbHBIX CETHX.
Bunber momenanuectBa B MaTepHETe. @UutimHT (PapMuHr).
Aszaptable  urpel.  OnnaiiH-ka3uHO.  bykmekepckue — koHTOopbl.  Ilpemnoxkenus g
«MHBECTUPOBAHUS» JIEHET. BEIUTPHIII B JIOTEPEIO.

Moayab 6. CereBoii 3tuker. [Icuxosorust u cethb (1 uac).
[Tcuxonornueckass oOctaHoBka B MHTepHere: rpuduHr, KuOepOYyMIUHT, KuOep-MOOOUHT,
TPOJITUHT, OYIITUIIU/L.

Monayasb 7. [IpaBoBbIe aceKThI 3a1UTHI KHOepHpocTpancTBa (3 yaca).
3amuTa npaB MOTpedUTENEH MPU UCTONB30BaHUH yeIyr HTEpHET.
3amura npas noTpeduTenet yciuyr npoBaiaepa.
O6o06mmenne matepuana kypca. Urpa-kBect «3HaTOKH KHOEpOE30MacCHOCTI.

9 kiacce

Moayasb 1. O6uue cBenenusi o 6e3onacHoctu [IK u Uurepuera (11 yacos).

3ammTa KHOEpIPOCTPAHCTBA KaK KOMIUIEKC MEPONpPUATHH, HANpaBlICHHBIX Ha oOecreueHue
MH(POPMALMOHHOM 6€30MacHOCTH. ACIEKThI KHOepOe301macHOCTH.

Komneiorepnass u  uHbopManuoHHas  0Oe30macHOCTh, OOHapyXeHue mpobiieM  ceTw,
BOCCTAQHOBJICHHE MapaMeTpPOB CHCTEM, CPEJICTBA 3allUThl OT HECAHKIMOHUPOBAHHOTO JIOCTYyNa K
JaHHBIM, KpUNTOrpaduyeckas 3ammra nHHoOpMaluu.

Yro Takoe 3ammieHHas MH(GOpMaMoHHas cpefa. 3aluTa KaHaJloB Mepeayd JaHHbBIX, CPEICTBA
MpeNOTBpaleHuss yTeukn WHpopMmanuu, 3ammra wHpopmanuun ot HCJl (aHTMBHpyCHas 3amiuTa,
CpeAcTBa KOHTPOJIA 3aIIMIIEHHOCTH, CPEICTBA OOHApPY>KEHHs U IpPenyNpexIeHUs aTak), CpeacTBa
ayTeHTU(UKALINN.



Opran3aliuOHHO-TEXHUYECKUE MEPbhl 3aIuThl WHPOpMannoHHOW cpenbl. CHCTeMbl OXpaHHON
CUTHAJHM3alluU, BHUICOHAOIIONCHNE, KOHTPOJb W YIPABICHHE IOCTYIIOM, CPEICTBA YHHUYTOKEHUS
uH(pOpMaIIH, CPEACTBA PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHHUS.

TpeGoBanusi k 6e30macHOCTH MH(DOPMAIMH: COXPaHEHUE ETOCTHOCTH, KOH(DUICHIIMATLHOCTH H
nocrynHoctd. Onpenenenns mo 'OCT PB 51987-2002 «MudopmarnmonHas texnonorus. Komriekc
CTaH/IaPTOB HAa aBTOMATH3MPOBAHHBIC CHCTEMBI. THIOBBIE TpeOOBaHHS W IOKa3aTed KadecTBa
GbyHKIIMOHUPOBaHUS HUH(POPMALIMOHHBIX cucTeM. OOIIUE MOT0KEHUS.

[Tpu3Haky HapyIICHUs LEIOCTHOCTU MPOrpaMM U JaHHBIX. CIOCOOBI HapYIICHHS IETOCTHOCTH
unpopmanuu. IlpusHaku u crocoObl HapylieHus KoH(UIeHUUANbHOCTH. [Ipu3Haku M CrOCOOBI
HapYIICHUS JOCTYITHOCTH MHPOPMAIUH.

be3onacHocTh MOOWJIBHBIX YCTPOMCTB B MH(GOPMALMOHHBIX CUCTeMaX. VMICTOUHMKHM 3apa)KeHHs
MOOMJIBHBIX YCTPOUCTB (BEO-pecypcChl, Mara3uHbl MPHIOKEHH, OOTHETHI).

VYrpo3ssl 6e3onacHocTH B ceTsix WiFi. Meroasr 3amuTsl ceteir WiFi.

Yrpo3sl uHboOpManuu  (TEXHOTCHHBIC, CIydallHbIE ¥ TPEIHAMEPEHHBIC, MPHUPOJHBIC).
Heoctopo:xHOCTE OJIB30BATENS KaK OJJHA U3 YIpo3 Ui HHOOPMALIMOHHON OE301TacHOCTH.

Mepbl kubOepOe30macHOCTH ISl KOHEUHBIX IOJIb30BaTesei. Vcmonbp3oBaHne pEeKOMEHI0BAHHBIX
BEPCHIl ONEepallMOHHBIX CUCTEM U MPUIIOKEHHM, UCIOIb30BaHNE aHTUBUPYCHBIX CPEICTB, HACTPOIKa
Be0-Opay3epoB, OJOKHPOBKA CKPUIITOB, UCIIOIB30BaHUE (UIBTPOB (DUIMKHTA, MEKCETEBBIX IKPAHOB.
ABtomarnueckoe ooHoienue [10.

Kubepyrpo3sr MaTepHETa (KMOSPBOWHBI, MAHHUITYJIMPOBAHHUE JIFOJBMH, 3aBUCHMOCTh, BHPYCHBIE
aTaKu, OTCYTCTBUE IPUBATHOCTH).

MoxayJnb 2. TexHuka 6e30nacHOCTH U 3Kojorus (3 yaca).
KubGepaTaku Ha HHPpaCTPYKTYypYy.
Komnreiotep B pexxume Tpyaa u oTabixa. MHbopMalmonHas neperpyska.
Binustnue koMIproTepa Ha PENpPOIYKTUBHYIO CUCTEMY.

Monyas 3. [Ipo6sembl UHTEpHET-3aBHCHMOCTH (2 Yaca).

WHTEpHET- 1 KOMIIBIOTEPHAs 3aBUCUMOCTD (aaaukuus). Kpurepuun 3aBUCMMOCTH C TOUKHU 3PEHUS
NICUXOJIOrOB  (IPUOPUTETHOCTh, M3MEHEHMsS] HACTPOEHMs, TOJEPAaHTHOCTb, CHMIITOM pa3phiBa,
KOHQUIUKT, peruuB). Kak pasBuBaeTcs 3aBUCUMOCTb.

Tunsl UHTEPHET-3aBUCUMOCTH (TIpUCTpacThe K paboTe ¢ KOMIBIOTEPOM, K HaBUTALUU U MOUCKY
uHbOpMallMK, HUTrPOMaHUs M DJEKTPOHHBIE MOKYNKH, 3aBUCUMOCTh OT CETeBOro OOLIEeHus,
CEKCYyaJIbHbIE 3aBUCUMOCTH).

Mopnyab 4. Metoasb! odecnieuenus 6esonacHoctu IIK u Unrepuera.
Bupycol n antuBupycsl (7 4acos).

[Tpobnembr Ge3omacHOCTH HHQpAcTpyKTypbl HMHTepHEeTa (IPOTOKOJIBI MapIIPYTH3alMM CETH,
crcTeMa JOMEHHBIX HMEH, CPEJICTBA MAPIIPYTU3AINHU H T.11.). METO/IbI 3aIIUTHI.

[TpoBepka noyuHHOCTH (ayTeHTH(UKanus) B UHTepHeTe.

Meps! Oe3onacHocTu A nosb3oBarens WiFi. Hactpoiika 6e3omacHoctu.

Bupycs! 111 MOOMIBHBIX YCTPOUCTB (MOOMIIbHBIE OaHKEPHI U JIp. ).

Hacrpoiika koMmproTepa 115t 6e30macHoi padoTHI.

Omumbku monb3oBatens (YCTaHOBKAa HECKOJIBKHX aHTUBHUPYCOB, YCTAHOBKA CIMIIKOM OOJIBIIOTO
YHcia MporpamMm, OTCYTCTBHE PE3EPBHOTO KOTIMPOBAHUS H T.II.).

Meps! nuyHON 0€30macHOCTH NMpH ceTeBOM oOmeHnHu. HacTpoiiku mpuBaTHOCTH B COLMAIBbHBIX
CeTsIX.

Monyasb 5. Momenandeckue aeiicreusi B Unteprere. Kudéepnpecrymnienus (7 4acos).
Momennudyeckue JeiictBuss B ceTd. IlpemtokeHuss o  pa3OJIOKUPOBAaHUM — MPOTPaMM
(6noxupoBuyky windows). JIoxKHbIE aHTUBHPYCHI.



[Togmena ctpanuil B HHTEpHETE (CaUThI-KJIOHBI). DanbiuBbie GaiI000MEeHHUKH.

MomenHnyeckue AeUCcTBHS B ceTu. COOp «IOXKEepTBOBAaHUN» Ha OJIArOTBOPUTEIBHOCTD. «JIerkuit
3apabotok» B MHTepHeTe. [Tupamusl.

Uto Takoe 3IIEKTPOHHBIN KOIIeNeK — ynoOcTBa U mpobiembl 6e3omacHocTU. «OOMEHHUKWY IS
ANEKTPOHHBIX JICHET.

Momennn4yecTBo npH pacnpoctpaneHnn «OecruiatHoro» [10. IIpogaka «oOydarommx KypcoBy»
IS Ou3Heca.

[TnarHbie npeaioskeHus padboThl. [LIaTHBIM IPOCMOTP BUICOMATEPHAIIOB.

TexHonoruu ManunyaupoBanus B Uutepuere.

Moayasb 6. CereBoii 3tuker. [Icuxosorust u cethb (1 uac).
BesomacHas paboTa B ceTu B mpolecce CeTeBO KOMMYHHKAIUH (4aThl, (OPYyMbI, KOHPEPEHIINH,
CKaiir, conraibHbie ceTd u Tp.). CeTeBoit A3TUKeT. TepMUHBI CETEBOr0 ATHKETA: OBEPKBOTHHT, (iIehM,
bayn, odpdronuk, CMAMITUKA U JIp.

Mogayas 7. [IpaBoBble acneKThl 3a1IMTHI KuOepnpocTpancTsa (3 yaca).
Kak paccrienyroTcst npecTyIuIeHHsI B CETH.
OTBETCTBEHHOCTh 33 HHTEPHET-MOIICHHUYECTBO.
O606mmenue matepuana kypca. Urpa-kBect «3HaTOKU KHOEpOE30aCHOCTI.

V. Ilnanupyemble pe3yJibTaThl H3yYeHHUsI Kypca

Ilpeomemnvle:

1. CpopmupoBanbl 3HaHHA O OE30MAaCHOM TIOBEIECHUU TMpPU pabdoTe C KOMIBIOTEPHBIMU
nporpaMMamMu, HH(QOpMAaIMel B CETH UHTEPHET;

2. CdopmupoBaHbl yMEHHS cOOJI01aTh HOPMBI HH()OPMAIIMOHHON ITUKH;

3. CdopmupoBanbsl ymMeHHsI Oe30macHO paboTaTth ¢ MHPOpMaIUEH, aHaTH3UpOBaTh U 0000IIaTh
MOJTy4eHHYI0 HH(opMaIuio.

Memanpeomemmnule:

1. Pa3BuBaloTCs KOMIIbIOTEpHAss TPaMOTHOCTb W HH(OpPMAIMOHHAS KyJIbTypa JHYHOCTH B
WCTIOJIh30BaHUU HH()OPMAIIMOHHBIX 1 KOMMYHHUKAIIMOHHBIX TEXHOJIOTHM;

2. Pa3BuBaroTCs yMEeHHs aHATH3UPOBATh U CUCTEMAaTU3HPOBATh UMEIOIIYIOCS HHPOPMAITHUIO;

3. PasBuBaroTcs mMo3HaBaTeIbHAS M TBOpYECKAas AKTHBHOCTh B 0€30MAaCHOM HCIOJIh30BAHUHU
MH(OPMAIIMOHHBIX U KOMMYHHUKAIIHOHHBIX TEXHOJIOTHUH.

Jluunocmmuuie:

1. BripaOaTbiBaeTcsl CO3HaTeNbHOE U OEpeXHOEe OTHOLIEHHE K BOIpPOCaM COOCTBEHHOM
nH(pOpPMaAIIMOHHOM 0€30MaCHOCTH;

2. @opMupylOTCd W Pa3BUBAIOTCS HPABCTBEHHBIC, JTUYECKUE, MATPUOTUYECKUE KadecTBa
JMYHOCTH;

3. Crumynupyercss TOBEJEHME U  JEATENbHOCTh,  HalpaBlIeHHble Ha  coOJrojieHue
MH(OPMALIMOHHON OE30MaCHOCTH.



V1. TemaTu4yeckoe NJiaHNPOBAHUE

Ne HaumeHnoBanue moayJieit KoJu-Bo yacos
n/n 7 kaace | 8 kaace | 9 kaace
1 O6uwme ceenenus o 6e3onacuoctu [1K u MuaTepuera 5 5 11
2 TexHuka 6€30MaCHOCTH U IKOJIOTHSI. 5 2 3
3 [Tpo6nembl IHTEpHET-3aBUCHIMOCTH 2 3 2
4 Metonsr obecrieuenus 6ezonacHoctu [1K u MaTepHeTa. 8 16 7
Bupychl 1 aHTUBHPYCHI
5) Momennuueckue aeictaus B MIHTepHere. 2 4 7
Kubepnpectyrnienus
6 CereBoii atuker. [Icuxonorus u ceth 10 1 1
7 IIpaBOBBIE aCIIEKTHI 3alTUTHI KHOEPIIPOCTPAHCTBA 2 3 3
Bcero yacos: 34 34 34

VIl. YueOHO-MeTOAMYECKOE U MATEPUAIBHO-TEXHUYECKOT0 o0ecnedyeHust

Oﬁpa3OBaTeJIbHOI’O nmpomecca

MeToaunyeckne MaTepUuaJIbl
Tonkux U.M., Komapo M.M., Jlenosckoii B.I., Muxaiinos A.B. OcHOBBI kKuOep0Oe301MacHOCTH,
Mockaa, 2016

[Topran MexayHapoaHoro kBecrta mo muppoBoit rpaMmoTHOCTH WWW.CeTeBU4YOoK.pdh

https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

JKPAHHO-3BYKOBbIE OCOOUS
BuneoduibMbl MO OCHOBHBIM pa3fiesiaM Kypca
[Ipe3enTanuu o TeMaTuke Kypca

TexHUYeCKHE cpeacrea 06yqemm

HoytOyx

Tenesuzop.

MynpTUMEANATIPOEKTOP.

OKpaH HABECHOM.

CpencrBa TeNEKOMMYHHUKALUU (2JIEKTPOHHAs 04T, BbIXO B MIHTEpHET).

YueOHO-IpaKkTHYeCKOe 000py1OBaHHE
AyauTopHas J0CKa C MAarHUTHOM IMMOBEPXHOCTHIO



https://toipkro.ru/content/files/documents/podrazdeleniya/ordo/ciber%20bezopasnost.pdf

KanenxapHo-remaTudeckoe njiaHupoBanue 7 kjiacc (34 yaca)

o Kou-
} Hara Tema BO
YPOKa
4acoB
Oomme ceenenus o 6ezonacHocT IIK u MnTepHera &)
1 Kak pabGortaror MOOWIBHBIE YCTPOWCTBA. YTPO3bl I MOOWIBHBIX
YCTPOMCTB.
2 PacnpocTpanenue BpemOHOCHBIX (ailJloB dYepe3 NPUIOKEHUS I
cMapT(OHOB U TUIaHIIETOB (CKaunBaHue oTorpaduii, My3bIKH, UID).
3 Buapl 3ammTel KuOepnpocTpaHcTBa (YTO TaKO€ HECAaHKIMOHUPOBAHHBIN
JIOCTYII, pa3pylleHHe U yTpaTa UHPOpMalMK, HCKaKEHIE HHPOpMAaLIH).
4 Kto obGecnieunBaet 3anmry KHOSpIpOCTPAHCTBA.
5 Uro Takoe reouHpopmanuonusie cuctembl (I'MC). I'moGanbHble
nHpopmanrorHble CeTH M0 CTUXUIHBIM OCJICTBHSIM.
Texnuka 0e30MaCHOCTH M IKOJIOTHS. 5
6 Kommbprorep ¥ MOOWIIBHBIE YCTPOMCTBA B UpE3BbIYAMHBIX CUTYaLUAX.
Hononnenus k TII. Komnbrotep 1 MOOUIBHBIE (COTOBBIE) YCTPONCTBA B
rpaBuiiax 0€30MaCHOCTH.
7 KomnbroTepsl 1 MOOUIJIbHBIE YCTPONCTBA B SKCTPEMAJIbHBIX YCIOBHSIX.
8 Besne nu ecte UnTepHer. Th npu pabote ¢ MOOMIBHBIMU YCTPOHCTBAMHU.
9 [lepBast moMo1p npu npodemMax B HHTEpHETE (CIyKObI IOMOIIIN).
10 Bo3sneiicTBue pasMoBOJH Ha 370pOBbe U OKpyxarwouryto cpeny (Wi-Fi,
Bluetooth, GSM).
IIpo6sembl MHTEpHET-32aBHCHMOCTH. 2
11 Buns! THTEpHET-3aBUCUMOCTH.
12 Komnbrorep u 3peHue.
Metoabl ooecnneuenus o6ezonacuoct IIK u Unrepuera. Bupycsi un 8
AHTHBHPYCHI.
13 Kak pacripocTpaHsItOTCsi BUPYCHI.
14 VI cTOYHMKHY ¥ TPUYHHBI 3apaXKEHUSL.
15 Ckopas komnbroTepHas nomouis. [Ipu3Haku 3apakxeHHst KOMIIBIOTEpA.
16 UYto Takoe aHTHBUpYCHAas 3amunTa. Kak Je4nTh KOMIBIOTED.
17 3amTa MOOMIIBHBIX YCTPOUCTB.
18 Kak 3amutute naHHble oT moreps. KommpoBaHMe M BOCCTaHOBIIEHUE.
Bcerna nm MOXHO CIaCTH CBOU JAHHBIE.
19 3ammra daitnos. Uto Takoe mpaBo J0CTyIIA.
20 3ammra aeteil B conuanbHbx cerax. [0 mns poaurtenenn. OrpannyeHue
BPEMEHM HAXOKJEHUS B CETH.
Momennuyeckue neiicreusi B Unrepuere. Kubdepnpecrynienus. 2
21 OnacHoctn  MOOMIBbHOM  cBsi3u.  llpeanoxkeHus 1O  yCTaHOBKE
BpPEOHOCHBIX npuiiokeHnii. Momenandyeckue CMC.
22 [TpocnymuBanue pasroopoB. OnpenieneHne MeCTONoJIOKEH!s TenedoHa.
CeteBoii 3TukeT. IlcuxoJiorus u cerb. 10




23

Uto Takoe iMuHbIE JaHHbIE. Bce, 4TO BBUIOKEHO B MHTEpPHET, MOXKET
CTaThb U3BECTHO BCEM.

24 «JInmuasss waPOpManus» o cebe u apyrux B HuatepHere. Kakas
nH(OpMalKs TPUHAJJICKUT BaM.

25 AHOHHMMHOCTb B CETH.

26 Uto Takoe »STUKEeT. Buawl sTHKeTa (JWYHBIA, JEIOBOW, NMHUCHMEHHBIMH,
JMCKYCCHOHHBIN | 11p.). Pa3nuuus 3THKeTa B pa3HbIX CTpaHaX.

27 Kak mnosBuncs Heruker, uyto 3TO Takoe. OOuIue mnpaBuia CETEBOTO
ITHKETA.

28 JlnyHoe oOmieHrne W OOIICHHWE B TPYIIE — Y€M OHHM OTJIMYAKOTCS (YaThl,
(hopyMmBbl, CITy’)kObI MTHOBEHHBIX COOOITICHHMIA).

29 OtHKa nuckyccuil. B3anmMHOe yBakeHUE NIPH HHTEPHET-00ICHUN.

30 DOTHUKET ¥ 6€30MaCHOCTh. DMOIIMH B CETH, MX BBIPAKCHHE.

31 PeanbHas u BUpPTyalibHAs TMYHOCTH, PEATbHBIC BCTPEUH C BUPTYaTbHBIMH
3HAKOMBIMH U MX OMAaCHOCTb, YTPO3bl U OCKOPOJIEHUS — YEM ITO MOXKET
3aKOHYHTHCSI.

32 Ecnu BbI cTanm skepTBOM KOMIBIOTEPHON arpecCuy: CIy>KObl TOMOIIIH.

IIpaBoBbIe acNeKThI 3alIMTHI KHOEPIPOCTPAHCTBA. 2

33 Cob6ctBenHocts B MHTepHeTe. ABTOpckoe mpaBo. MHTemnekTyanbHas
coOcTtBeHHOCTS. [InaTHas u GecrmaTHas HHGOpMAIus.

34 O600menue Marepuana Kypca. Urpa-kBect «3HATOKH
KkrOep0Oe301acHOCTIY.

KanennapHo-temaTnuyeckoe njiannpoBanue 8 kiacc (34 yaca)
No Koa-
ypoKa Jara Tema BO
4acoB
Oomme ceenenus o 6ezonacHoctT IIK u Unrepuera B

1 HNudopmannonHas 6€300acHOCTb

2 3ammTa TMEepCOHANBHBIX JAaHHBIX, [OYeMy OHa HyxHa. Kareropun
NepCOHAIbHBIX JaHHBIX. bBuomeTrpuueckue nepcoHaabHble TaHHbIE.

3 Hcrounnku naHHbIX B VIHTepHeTe: modra, cepBUCH OOMeHa (ainamu u
JIp. XpaHeHue TaHHbIX B MIHTEpHETE.

4 Bo3MoxkHOCTH ¥ TPOOIeMbI COLIMATIBHBIX CETEH.

5 besonacHeiii mnpodunasr B conManbHbIX ceTsax. (CocTaBieHUE CEeTH
KOHTAKTOB.

TexHuka 0e30MACHOCTH M IKOJIOTHSA. 2

6 Kommieke ynpaxHeHui npu paboTe 3a KOMIbIOTEPOM.

7 Bo3spnerictBue Ha 3penne IJIT, KUIKOKPUCTATUIMYECKUX, CBETOAUOIHBIX,
MOHOXPOMHBIX MOHUTOPOB.

ITIpo6aembl UHTEpHET-3aBHCHMOCTH. 3

8 Jns gero moxet ObITh nose3eH [IK u MHTepHeT (pa3BuBarolife UIphbl,
o0Oy4yeHue, O0IeHHE U T.I1.) U KaK M0JIb3a MPEBPAIIAETCs BO BPE/L.

9 KubepkynbpTypa (MaccoBasi KyJIbTypa B CETH) U JIMYHOCTb.

10 [Icuxonoruueckoe Bo3AeHcTBUE HH(GOPMAIIMK HA YeJIOBEKa. YTIpaBlieHUE
JMYHOCTBIO Yepe3 CeTh.

Metoabl o6ecnieuenus 0ezonacnoctu IIK u Unrepnera. Bupycsl n 16
AHTHBHPYCHL.
11 3ammra ¢aitnos. [IpaBa noab3zoBaresei.




12

3amuTa npu 3arpy3Ke U BBIKIIOYEHUH KOMIBIOTEPA.

13 be3onacHocTh npu ckaunBaHuM (GaniioB.

14 Be3onacHoCTh pu IpocMOTpe GHIBMOB OHJIAMH.

15 3amuTa IporpaMM M JaHHBIX OT HECAaHKIIMOHUPOBAHHOTO KOMHPOBAHUS.
Opranu3anvoHHbIC, OPUAMYECKHE, NPOrpaMMHBIE W  HPOTPaMMHO-
anmnapatHble Mephbl 3alUTHI.

16 3ammTa IporpaMM M JaHHBIX C MOMOIIBIO MAapoJied, MPOrpaMMHBIX U
AJIEKTPOHHBIX KJIIOYEH, CepUUHBIX HOMEpOB, MEpPeHOCa B OHJANH W T.II.
Henepemeraembie nporpaMmel.

17 MeTo/1b1 321U ThI (DOTO U BHAEOMATEPUATIOB OT KOIUPOBAHMUSI B CETH.

18 3amuTa OT KONMPOBAaHUSI KOHTEHTA caiiTa.

19 Kak pa3BUBaJIMCH BUPYCHI.

20 MoryT 511 BUpychl Bo3aelcTBoBaTh Ha annapatypy [1K.

21 Kak BUpyCBHI BO3/ICHCTBYIOT Ha (paiiIbl.

22 [TpoBepka Ha Hanmuune BUpycoB. CKaHepsl U JIp.

23 MoskeT 11 BUpyc BO3J€HCTBOBATh HAa pabOUnil CTOJ.

24 Wcrounuku 3apaxenust [1K.

25 AntuupycHoe 10, Bupl 1 Ha3HAUCHUE.

26 MeTto/1b1 3a1IMThI OT BUpPYcoB. Kak pacrio3HaroTCsl BUPYCHI.

Momennunydeckue aeiictsusi B Unrepuere. Kudepnpecrynjienus. 4

27 YTeuka u 0OHapOAOBaHUE JTUYHBIX JTAHHBIX.

28 [TonGop u mepexsat naposeil. B3goMbl akkayHTOB B COLIMATIbHBIX CETHX.

29 Bunpl momennnyectBa B MHTepHeTe. @uimuHr (papMuHr).

30 A3zaptHple  urpel.  OnnaiiH-Ka3suHO.  BykMmMekepckue  KOHTODBI.
[TpenoxeHus s «MHBECTUPOBAHUS JIeHET. BoIUrphliil B 10TEpErO.

CeteBoii 3TukeT. IlcuxoJiorus u cers. 1

31 [Icuxonoruueckass o0ctanoBka B MHTepHere: TpuduHT, KUOSPOYIIUHT,
KrOep-MOOOUHT, TPOJUIUHT, OYJUTAIIH/I.

IIpaBoBbIe acNeKThI 321U THI KHOEPIPOCTPAHCTBA. 3

32 3ammTa npaB NOTpPeOUTENCH TPH UCTIONB30BaHUM ycIyr MIHTepHET.

33 3amuTa npaB noTpedbuTesnel ycuyr npopanaepa.

34 Oo6o061eHue marepuaia Kypca. Urpa-kBect «3HaTOKHU
Kk10ep0e30IacHOCTI Y.

KanennapHo-remaTnueckoe mjianupoBanue 9 kiaacc (34 yaca)
Ne Koa-
ypoka Hara Tema BO
4acoB
Ooume ceenenust o 6esonacHocT IIK u UnrepHera. 11
1 3ammuTa KHOEpIpOCTpaHCTBA KaK KOMILJIEKC MEPOTIPUSITHH,
HamnpaBlICHHBIX Ha oOecrneyeHne WHGOPMAMOHHON 0e30MacHOCTH.
ACTIeKThI KHOEpOEe30IMacHOCTH.

2 KomnbrotepHas u uH(popMaluoHHass 0€30MacHOCTh, OOHapy>KeHHe
poOJIeM CEeTH, BOCCTAHOBIICHHE ITapaMeTPOB CHUCTEM, CPEICTBA 3aIIUTHI
OT HECAHKIIMOHMPOBAHHOTO JIOCTYyNa K JAHHBIM, KpUITOrpaduyeckas
3anuTa HHQOpMaIIHH.

3 Uro Takoe 3amMIIeHHas HH(OpMaIMOHHAs cpena. 3aliuTa KaHalloB

neperayd JIaHHBIX, CPEICTBA MPEJOTBPAIICHUS YTEUKH HH(POpMAIH,
sanmra uHGopmarun ot HCJl (aHTHBUpYCHAs 3allMTa, CpeJCTBa




KOHTPOJISl 3aIMIICHHOCTH, CPEACTBAa OOHAPYKEHUS M MPEAYNPEKICHUS
aTak), CpeJICTBA ayTEHTU(DUKAITUH.

Opranu3anroOHHO-TEXHUYECKUE MEPHI 3aIIUThl HH()OPMAITHOHHON CPEJIbI.
CucteMbl OXpaHHOM CHUTHANIM3aLlMM, BHUJCOHAOIIOJECHUE, KOHTPOJb MU
yIIpaBJIeHUE JOCTYIIOM, CPEACTBA YHHUTOXECHHUS MH(OPMAINH, CPEICTBA
PE3EPBHOrO KONUPOBAHUS U BOCCTAHOBJICHHUS.

TpeboBanust k Oe30macHOCTH WH(GOPMALMU: COXPAHCHUE IIEIIOCTHOCTH,
KoHpuaAeHIMaIbHOCTH W jaoctynHoctH. Onpenenennss nmo ['OCT PB
51987-2002 «Mudopmanmonnas TexHosorus. Komrieke cranmaproB Ha
ABTOMATU3MPOBAHHBIC CHUCTEMBl. THIIOBBIE TPEOOBAHHMS W IOKAa3aTEIH
KauecTBa (DYHKIIMOHUPOBaHUS HWHPOPMAIMOHHBIX cucTeM. OOrue
MOJIOKEHUS.

[Tpu3Haku HapymIeHHs] LEIOCTHOCTH MporpamMm U AaHHbIX. CrocoObl
HapyleHus: LEeIOCTHOCTH uHpopmauuu. IlpusHaku u  crmocoObl
HapymeHust KoH(uaeHnuanbHOCTU. Ilpu3HakM W cHocoObl HapyIIEHUS
JOCTYIHOCTH MH(OpMaIHu.

be3onacHOCTh MOOWIIBHBIX YCTPOWCTB B HMH(OPMAIIMOHHBIX CHCTEMaX.
HcrouHnku 3apakeHus] MOOMIIBHBIX YCTPOICTB (BeO-pecypcChl, Mara3uHbl
MPUIIOKECHUH, OOTHETHI).

Yrpo3sl 6e3onacHocT B ceTsax WiFi. Merossr 3ammthl ceteit WiFi.

Yrpo3sl nHpOpManMK (TEXHOTEHHbIEC, CIIydailHble W IpeIHAaMEpPEHHEIC;
npupoHbie). HeoCcTOpoKHOCTh TOJIB30BaTENsl KaK OJHA W3 Yrpo3 JUIs
MH()OPMAITMOHHON OE30ITaCHOCTH.

10

Mepsr  kubOepOe3omacHOCTH  JUIL ~ KOHEYHBIX  IOJb30BaTesei.
Hcnonp30BaHne PEKOMEHJIOBAHHBIX BEPCHH OMNEPAMOHHBIX CUCTEM U
MPUJIOKEHNH, MCIIOJIb30BaHIE aHTUBUPYCHBIX CPEACTB, HACTPOWKa BeO-
Opay3epoB, OJOKHPOBKA CKPHUIITOB, MCIIOIb30BaHHE (QMIBTPOB (DUIIMHTA,
MEXKCETEBbIX 3KpaHOB. ABToMaTndeckoe oOHoBieHue [10.

11

Kubepyrpossl MHTepHera (KuOEpBOWHBI, MaHUIYJIMPOBAHUE JIOAbBMH,
3aBHCHMOCTh, BUPYCHbBIE aTaKH, OTCYTCTBUE IPUBATHOCTH).

Texnuka 6e30MacHOCTH U YKOJIOTHSI.

12

Kubeparaku Ha nH(PACTPYKTYpY.

13

KomnbroTep B pexxuMme Tpyaa u otabixa. IHpopMalimonHas neperpyska.

14

BinsiHne xoMnproTepa Ha peNpOAYKTUBHYIO CHCTEMY.

IIpo6sembl MHTEepHET-32aBHCHMOCTH.

15

WNuTtepHer- u KoMIblOTepHass 3aBUCHUMOCTh (ammukuus). Kpurepun
3aBUCUMOCTH C TOYKHU 3PEHHS TICUXOJIOTOB (MPUOPUTETHOCTh, N3MEHEHHUS
HACTPOEHUS, TOJNEPAHTHOCTh, CUMITOM pa3pbiBa, KOHGIHUKT, PEIUIUB).
Kak pa3BuBaercst 3aBUCUMOCTb.

16

Tunbl UHTEpHET-3aBUCUMOCTH (IPUCTPACTHE K pabOTe ¢ KOMIBIOTEPOM, K
HaBUTAIMK U MMOUCKY HH(OPMALIMU, UTPOMAHUS U 3JIEKTPOHHBIE MOKYIIKH,
3aBHCUMOCTh OT CETEBOTr0 OOIIECHUS, CEKCYaJIbHbIE 3aBUCMOCTH).

Metoasbl o0ecnieuenus 6e3onacHoctu IIK u Murepuera. Bupycsl n
AHTHBHPYCHI.

17

[IpoGnembr Ge3zonacHocTH HMH(pacTpykTypbl WHTepHEeTa (IIPOTOKOJIBI
MapuipyTU3aluyd  CETH, CHUCTeMa  JIOMEHHBIX HMMEH, CpeJCTBa
MapuIPYTU3aLUHU U T.11.). MeTOIbI 3aIIUTHI.

18

ITpoBepka nonnmHHOCTH (ayTeHTUdukanys) B UnTepHere.

19

Mepnr 6e3omacHocTH 11 moas3oBarens WiFi. Hacrpoiika 6e3omacHocTh.

20

Bupychl 1151 MOOMIIBHBIX YCTPOMCTB (MOOUIIbHBIE OaHKEPHI U JIP.).

21

Hactpolika komnbroTepa Juis 6e30nacHoi paboThl.




22

Omun6Oxu mosb30BaTens (yCTaHOBKA HECKOJIBKMX aHTUBUPYCOB, YCTAHOBKA
CIIMIIKOM  OOJBIIOTO 4YHCIAa MPOrpaMM, OTCYTCTBHE PE3EPBHOIO
KOIIMPOBAHHUS U T.IL.).

23 Mepbl MUHON 0€30MacHOCTH TIPU  CceTeBOM oOmeHuu. HacTtpoliku
MIPUBATHOCTH B COITUABHBIX CETSX.

Momenaudeckue neiicteusi B Unrepuere. Kudepnpecrynjienus.

24 MomenHn4eckue AercTBUs B ceTH. [Ipenoxenus o pa3doIOKHMpPOBAHUU
nporpamm (6sokupoBiMKH wWindows). JIOXKHBIE aHTUBHPYCHI.

25 [Togmena crpanuny, B uHTepHeTe  (callThl-kiOHBI). DanbiiuBbie
(haii1000MEHHHKM.

26 Momennnyeckue paeiictBuss B cetd. COOp «IOKEpTBOBaHM» Ha
0JIarOTBOPUTENLHOCTS. «Jlerkuii 3apabotok» B MaTEepHETE. [Tnpamusl.

27 Uto Takoe OIJCKTPOHHBIA KOIIEJIEK — yI0O0CTBAa H  MPOOIEMBI
6e3omacHocTH. «OOMEHHUKI JIJISl SJIEKTPOHHBIX JICHET.

28 MotureHHu4ecTBO mpu pacnpoctpanenun «oecmnatHoro» [10. Ipomaxa
«00ydaronmx KypcoBy Juist OM3Heca.

29 [Tnaruele npeyioxkenus paboTsl. [lnaTHbIN IPOCMOTp BHIEOMATEPHAIIOB.

30 Texnonornu manunynupoBanus B IHTepHeTe.

CeteBoii 3Tuker. IlcuxoJiorus u cerhb.

31 bezonacnas paboTa B ceTu B mpolecce CeTeBOW KOMMYHHKAIMH (4aThl,
dbopymbl, KOH(pepeHIH, CKaill, coluaibHble ceTH U 1p.). CereBoii
9THKeT. TEepMHHBI CETEeBOrO JTHKETa: OBEPKBOTHHT, (uekMm, ¢y,
o dTONUK, CMAMIIUKH | JIP.

IIpaBoBbIe acNeKThI 3alMTHI KHOEPIPOCTPAHCTBA.

32 Kak paccienyroTcs IpecTyIuIeHUs B CETH.

33 OTBETCTBEHHOCTh 32 HHTEPHET-MOIICHHHYECTBO.

34 O600mmenue Marepuaia Kypca. Urpa-xBect «3HATOKH

KrOep0e30MmacHOCTIY.






